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Decoding the Mitsubishi MelsecA Protocol by Terry Butterfield 

This Tech Note explains how to decode the Mitsubishi MelsecA protocol to solve error messages that are received by the Wonderware® Mitsubishi MelsecA™ DDE Server and appear in the Wonderware Logger (WWLogger).  

Note  This Tech Note illustrates advanced Mitsubishi troubleshooting techniques; therefore, this assumes that you know the basics about Mitsubishi PLC hardware, its memory layout, and how to use Mitsubishi PLC programming software (See your Mitsubishi documentation or contact your Mitsubishi technical representative for more information).

Background

Error messages occur in the WWLogger when a MelsecA DDE Server cannot read a requested block of data from the PLC memory.  This block of data could be an input block (X), an output block (Y), a data register (D), or another type of data block.  Servers usually have trouble reading requested data when the value is beyond the range of the PLC or if the I/O mapping in the PLC is not automatic. Other error messages can occur when the PLC returns unexpected or incorrect data.  The cause of these error messages can be found by decoding two items:  

· the data that was sent to the PLC (this will make sure the correct item was requested)

· the data that was returned from the PLC (this shows whether the correct value was returned).  

Enabling the DebugMenu Option

Before you can decode the Mitsubishi MelsecA protocol, you need to enable the DebugMenu parameter in the WIN.INI file that is part of the Mitsubishi MelsecA DDE Server.  This parameter allows the Send and Receive messages to be logged in the WWLogger.  (Note that the DebugMenu parameter is an undocumented feature of the server.)  

To enable the DebugMenu option, follow these steps:

1)  Open your WIN.INI file and add this line to the [MELSECA] section:

DebugMenu=1

Then save the WIN.INI file.

2)  Start the MelsecA DDE Server, then hold down the <ALT> key and press the Space Bar key once.  

The following menu should appear:
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Select Show Send and Show Receive from the menu.  Also, verify that Show Errors is selected (this should be on by default).  The Show Send command logs the Send messages in the WWLogger that are coming from the MelsecA DDE server and are sent to the PLC.  The Show Receive option logs the response, or the Receive messages, in the WWLogger from the PLC.  The Show Errors option displays any errors in the WWLogger.

Note  The DebugMenu option is for troubleshooting communication problems with the DDE server and will slow down the performance of the DDE server.  Therefore, once you have resolved the error message, make sure you disable the DebugMenu feature by removing its command line from the WIN.INI file.

3)  Minimize the MelsecA DDE Server and start up a Wonderware® InTouch™ application that has DDE tagnames that are updated by the MelsecA DDE Server.  If possible, it is best to use the smallest application that shows these errors.  Once the application is running, you should see Send and Receive messages being logged in the WWLogger.  Send messages contain the characters /S: and Receive messages contain the characters /R:.  Here are some Send and Receive messages:

96/12/31 14:33:25.811/MELSECA /S: ■00FFWR1Y00000140

96/12/31 14:33:25.891/MELSECA /R: ■00FF0002(B1

96/12/31 14:33:25.901/MELSECA /S: ■00FF

96/12/31 14:33:25.931/MELSECA /S: ■00FFWR1X0000013F

96/12/31 14:33:25.991/MELSECA /R: ■00FF00C2(C4

96/12/31 14:33:26.001/MELSECA /S: ■00FF

96/12/31 14:33:26.031/MELSECA /S: ■00FFWR1M90240143

96/12/31 14:33:26.091/MELSECA /R: ■00FF97C0(D2

96/12/31 14:33:26.111/MELSECA /S: ■00FF

Note that the symbol “■” represents a special character that will appear on the computer display but not in printouts of  the WWLogger. 

Decoding Send Messages in the WWLogger

Send messages contain the characters  /S:.  These are the messages that are sent from the MelsecA DDE Server to the PLC.  Here is an example of a Send message:

96/12/31 14:33:25.931/MELSECA /S: ■00FFWR1X0000013F

The first half of the Send message contains informational data.  These values are not part of the protocol, but  are part of the timestamp.  The part of the message that is meaningful is:

/S: ■00FFWR1X0000013F 

By decoding this line, we can determine which PLC was accessed and what data was requested.  Here is a description of the items that are in the Send message:

Send Message Item

Description

/S: 



Data sent to PLC
■
Special character. In this case an ENQ (05h). This does not appear in printouts.

00



PLC Link (destination address). If not using multidrop, this will be 00.

FF
             

PC Number (source address). If not using multidrop, this will be FF.

WR



Batch Read, Word

1



Message wait time (in milliseconds)

X0000


Address to begin reading

01



Number of device points to read (2 characters, hexadecimal)

3F



Check Sum

Using the above descriptions, we see that in our example Send message, the MelsecA DDE server is requesting an Input Block, starting at X0000, that is one word long.

Here are some commands that are frequently used in the MelsecA protocol for AnCPUs and AnACPUs:

ID
Command Name
Max Points Per Com

BR
Batch Read (Bits)
256 points

WR
Batch Read (X,Y,M)
32 words


BatchRead (D,R,T,C)
64 points

BW
Batch Write (Bits)
160 points

WW
Batch Write (X,Y,M)
32 words


Batch Write (D,R,T,C)
64 points

Command  Identifier Table (AnCPU)

ID
Command Name
Max Points Per Com

JR
Batch Read (Bits)
256 points

QR
Batch Read (Words)
32 words


BatchRead (D,R,T,C)
64 points

JW
Batch Write (Bits)
160 points

QW
Batch Write (Words)
32 words


Batch Write (D,R,T,C)
64 points

     Command  Identifier Table (AnACPU)
Decoding Receive Messages in the WWLogger

Receive messages contain the characters /R:.  Receive messages are PLC responses to the Read requests.  Here is an example of a Receive message (without the informational time stamp):

/R: ■00FF00C2■C4

Here is a description of the message items:

Receive Message Item
Description

/R 



Data received from the PLC

■ 
Special character. In this case an STX (02h)  This does not appear in printouts.

00



PLC Link (destination address) If not using multidrop, this will be 00.

FF



PC Number (source address) If not using multidrop, this will be FF.

00C2



Data for the designated number of device points.  Four characters, hex for

each of the device points requested.  (In this case 1 point was requested.)

■ 



Special character, ETX (03h) (Does not appear in printouts.)

C4



Checksum

In our example Receive message, the PLC response shows a value of C2 in hexadecimal, which is equivalent to 194 in decimal.  If we had been expecting a value of 1894, then one of the following could be true:

· the data was not requested from the proper location (in this case, go back and decode the  /S: line);

· the PLC is not writing the value to this location (in this case, check the PLC program); or 

· the PLC is not writing the expected value to this location.

Conclusion

This Tech Note shows an example of how to decode the Mitsubishi MelsecA protocol.  Responses may vary slightly, based on the protocol that is selected on the mode switch of the Mitsubishi communications module.  To learn more about the Mitsubishi MelsecA protocol, Wonderware Technical Support recommends that you contact your Mitsubishi technical representative.
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