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Decoding the Siemens H1 Protocol to Solve Error 4 Messages  by Neal Hatton 


This explains how to decode the Siemens H1 protocol to solve Error 4 messages received by the Wonderware® SINEC H1 DDE Server by using the Wonderware Logger (WWLogger).


Note  This Tech Note will be illustrating some advanced Siemens troubleshooting techniques.  Therefore, this Tech Note assumes you know the basics of the Siemens PLC hardware, its memory layout, as well as how to program using the Siemens PLC programming software.  For more information on this, you should consult your Siemens documentation or your Siemens technical representative.


Background


Error 4 messages usually result from the H1 DDE server not being able to read a requested block of data from the PLC memory, be that an input block (IB), an output block (QB), a data block (DB), or other types of blocks.  This is usually caused by a gap or a “hole” in the requested block of data in which one or more of the memory registers are undefined in the PLC.


For example, Figure 1 illustrates the H1 DDE server attempting to read Bytes 0 through 4 from IB0 which contains a temperature and pressure value.  But, IB0 has a “hole” in the requested block of data where Bytes 1,2 and 3 have no data stored.  When the H1 DDE server sends a Read request to the PLC to read Bytes 0 through 4, the server is unable to read the entire range of bytes shown in Figure 1 because of the registers with the missing data.  This results in the H1 DDE server logging an Error 4 message in WWLogger and the server is unable to read the temperature and pressure values.


Figure 2 illustrates another example where the H1 DDE server could issue an Error 4 message.  Though Figure 2 shows that the requested pressure and temperature values are stored in a contiguous block of memory registers in the PLC, the server attempts to read Bytes 0 through 4 from IB1.  But, IB1 contains a “hole” where Bytes 2,3 and 4 have no data stored.  This again, results in the H1 DDE server to unsuccessfully read the pressure and temperature values and the server logs an Error 4 message in WWLogger.


To solve this type of problem, you first must find out the locations, or addresses, of the memory registers that contain the missing data.  The remainder of this Tech Note explains how you can decipher the parameter values from the Send and Receive messages and detect the address locations with the null data.  The last section, “Recommended Solution”, describes how you can resolve this type of problem which is recommended by Wonderware Technical Support.
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��Figure 1.  PLC Input Block Read Error
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Figure 2.  Another PLC Input Block Read Error


�
First, Enable the DebugMenu Option


Before you can decode the Siemens H1 protocol, you will need to enable the DebugMenu parameter in the WIN.INI file which is part of the Wonderware® Siemens SINEC H1 DDE Server.  This parameter allows the Send and Receive messages to be logged in WWLogger.  (Note that the DebugMenu parameter is an undocumented feature of the server.)


1)	Open your WIN.INI file and add the following line to the [H1SERVER] section:


DebugMenu=1


Save the WIN.INI file, then start up the H1 DDE server.


Note  The DebugMenu option is meant to troubleshoot communication problems with the DDE server and it will slow down the performance of the DDE server.  Therefore, once you have resolved the Error 4 message, don’t forget to disable the DebugMenu feature by removing its command line from the WIN.INI file.


2)	Start up the H1 DDE server and hold down the <ALT> key and press the Space Bar key once.  The following menu should appear:


� EMBED PBrush  ���


Select Show Send and Show Receive from the menu.  Also, verify that Show Errors is selected (which is on by default).  The Show Send command logs the Send messages in WWLogger that are coming from the H1 DDE server and sent to the PLC.  The Show Receive option logs the response (Receive messages) in WWLogger from the PLC.  The Show Errors displays any errors in WWLogger, including the Error 4 message.


3)	Minimize the H1 DDE server and start up an Wonderware® InTouch™ application that has DDE tagnames that are updated by the H1 DDE server.  Once the application is running, you should see Send and Receive messages being logged in WWLogger that are similar to this:


080006010000 FSEND 53 35 10 01 03 05 03 08 03 00 00 0A 00 27 FF 02


080006010000 FREC  53 35 10 01 03 06 0F 03 04 FF 07 0A 00 27 FF 02


If the H1 DDE server is experiencing problems reading data from the Siemens PLC, then you will see an error message that is similar to this:


/535 Error 4 on Read From H1 Node:(0800060100004631)


Note  Notice the value /535 at the beginning of the error message.  The H1 DDE server will print the PLC �CP module in this field if the error results from the server not being able to communicate with a specific Communications Processor (CP), which is /535 for the CP535 module or /143 for the CP143 module.


Decoding Send Messages in WWLogger


Once the DebugMenu parameter is enabled, you should see a series of FSEND and FREC messages that are being logged to WWLogger.  The FSEND message is the message sent from the H1 DDE server that contains the Read request to the PLC.  Here is an example Send message:


080006010000 FSEND 53 35 10 01 03 05 03 08 03 00 00 0A 00 27 FF 02


The first half of the Send message are composed of fixed values for the items.  That is, the values for these items will always remain the same for all Send messages, and they are:


Send Message Item	Description


080006010000 	PLC MAC address


FSEND             	Send by 'F' TSAP (only the first character of TSAP)


53			sysID0  (// 'S')


35			sysID1	  (// '5')


10			Header length	(// 16 decimal)


01			opCode ID  (// 01)


03			opCode Length  (// 03)


05			opCode  (// 05)


03			orgField  (// 03)


08			orgFieldLength  (// 08)


The values for the remaining half of the Send message are different for each Send message, and they are:


Send Message Item	Description


03			orgIdentifier  (// Data Type )  ( see Org Identifier Chart below	


00			dbnr  (// Data block Number)


00			msbStartAddress  (// Data element offset)


0A 			lsbStartAddress  (// Data element offset)


00			msbLength  (// Length of data block)


27			lsbLength  (// Length of data block)


FF			emptyField  (// 0xFF)


02			emptyField  (// 02)


Using our example Send message, we see that the H1 DDE server sent a Read request to the PLC with the MAC address 080006010000.  The lsbStartAddress item contains the hexadecimal memory address location of the starting data block for the Read request.  The lsbLength item is the hexadecimal length of the data block for the Read.  This pinpoints the location of the requested data block for the Read.  (Note that if the hexadecimal value for either item is larger than FF, then the address for the starting location and/or length will use also the msbStartAddress and msbLength items.)  The orgIdentifier item tells us what type of data is being requested from the PLC.  Using the Org Identifier Table below, we see that an orgIdentifier value of 03 in our example means that the Send message was requesting an IB, or an Input Block.  Thus, we can see from our example Send message, the H1 DDE server is requesting an Input Block, IB0, bytes 10 through 48 decimal.


ID�
Data Type�
Format�
�
01�
DB�
Words�
�
02�
FY�
Bytes�
�
03�
IB�
Bytes�
�
04�
QB�
Bytes�
�
05�
PY�
Bytes�
�
06�
CB�
Words�
�
07�
TB�
Words�
�
08�
RS�
Words�
�
09�
AS�
Words�
�
0A�
DX�
Words�
�
10�
DE�
Words�
�
11�
OY 5,100�
Bytes�
�
	Org Identifier Table


Decoding Receive messages in WWLogger


With the DebugMenu parameter enabled, along with the FSEND messages being logged in WWLogger, a corresponding FREC or Receive message is also logged in WWLogger.  The FREC message is the response from the PLC to the Read request.  Here is an example Receive message:


080006010000 FREC  53 35 10 01 03 06 0F 03 04 FF 07 0A 00 27 FF 02


Like the Send message, the Receive message is composed of a series of items with defined values, and they are:


Receive Message Item	Description


080006010000 	PLC MAC address


FREC 	receive by 'F' TSAP (only first character of TSAP)


53	sysID0  (// 'S')


35	sysID1  (// '5')


10	Header length  (// 16 decimal)


01	opCode ID  (// 01)


03	opCode Length  (// 03)


06	opCode  (// 06)


0F	ackField  (// 0x0f)


Decoding Receive messages cont.


Receive Message Item	Description


03	ackFieldLength  (// 03)


04	error number  (// error number)


FF	emptyField  (// 0xff)


07	emptyFieldLength (// 07)


0A,00,27,FF,02	free[5]  (// free unused header space)


00........	data[]  (// up to 64k data if error number = 0)


In our example Receive message, the response received from the PLC shows an error number of 04 which corresponds to the Error 4 message that was logged in WWLogger.  Since the error came from a CP535 module, it means that the H1 DDE server, as well as the InTouch (or client) application, requested data from an illegal address in the CP535 module.  This is usually caused by the server trying to read data from a data block when there are gaps, or “holes”, of memory registers with no data inbetween the valid addresses, as illustrated in Figures 1 and 2.  (To find out more about what error number 04 means, see the Siemens CP535 user documentation.)


Notice that after the last five items in the Receive message which as free unused header space, there is no more data listed in the message.  If the H1 DDE server was able to successfully request data from the PLC, then we would have seen a stream of values following the last five items.  This would have represented the data that was successfully requested from the PLC.


Recommended Solution


Once you enable the H1 DDE server’s DebugMenu parameter and decoded the Send and Receive messages to locate the empty PLC memory registers, you have several ways to solve this type of communication problem.  However, Wonderware Technical Support recommends that the best solution is to use the Siemens PLC programming software and map the desired input blocks in the PLC memory to another contiguous location in a data block (DB).  Then, you would direct the H1 DDE server to read values from the contiguous data block instead of from the original input blocks.


Note  This Tech Note shows one instance, or example, of deciphering the Siemens H1 protocol.  To learn more about the Siemens H1 protocol, Wonderware Technical Support recommends that you contact your Siemens technical representative.


The Tech Note publication is published periodically by the Wonderware Technical Support group.  Editor: Mari Fujii;  Technical Publications Coordinator:  Sabrina Haag;  Director of  Technical Support: Sheila S. Tyler;  Publisher, Wonderware Corporation, 100 Technology Drive, Irvine CA 92618.  E-mail your questions or requests to techpubs@wonderware.com.


There is also technical information on the Wonderware software products on the Wonderware Bulletin Board Service at (714) 727-0726,  the Wonderware CompuServe forum (GO WONDER), the Comprehensive Support Knowledge Base CD, and the WonderFax FaxBack® service at (714) 450-5050.  Call Wonderware Technical Support at (714) 727-3299 for more information.
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