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Memory Leak in the Microsoft ODBC.DLL File  by Jeff Fitch


Microsoft has reported memory leak problems when you access data through either the 16- or 32-bit Open Database Connectivity (ODBC) driver which includes SQL Server, Q+E and others.  The cause of this memory leak is not in the ODBC driver or in Wonderware™ InTouch®, but in the ODBC Driver Manager, ODBC.DLL, which is part of the Microsoft operating systems (that is, Windows 3.1, Windows for Workgroups 3.11, Windows NT 3.5 and Windows 95).  This Tech Note explains how this memory leak problem occurs and what you can do to resolve this problem.


Note	Microsoft has also reported a memory leak in their SQL Server driver version 2.0 (both the 16- and 32-bit drivers) and version 2.5 (16-bit driver only), as well as the 16- and 32-bit Microsoft Desktop Database Drivers which include Microsoft Access, FoxPro, dBASE, Paradox and Microsoft Excel (reference Microsoft Product Support Services Fax Documents Q132493 and Q132494).  However, there is not a memory leak in their 32-bit SQL Server driver version 2.5 that is shipped with SQL Server version 6.0.  For more information on the Microsoft SQL Server driver and the Desktop Database drivers, see their World Wide Web home page, http://www.microsoft.com.


Background


Many InTouch users mistakenly assume that when they run their InTouch application, use SQL Access to access the data, and then notice the memory leak, the problem is with InTouch or SQL Access.  This is incorrect.  The memory leak problem actually resides in a layer below the Application layer in the ODBC architecture which is the Driver Manager, ODBC.DLL (see figure 1).  The ODBC.DLL file is part of the operating system (that is, Windows, Windows for Workgroups (WFW), Windows NT and Windows 95)—not InTouch or SQL Access.


The Application layer represents your InTouch application where it uses SQL Access and calls ODBC API functions to submit SQL statements and retrieve the data.  The Driver Manager layer (ODBC.DLL) loads the appropriate ODBC driver for your application and through the ODBC API, the Driver Manager passes requests to the ODBC driver and receives data back to the application.  The remaining layers of the ODBC architecture consist of the Networking Software layer and the Data Source layer which further processes the data requests and the resulting data from the database.


The Application layer relies on the Microsoft ODBC.DLL library which is part of the Driver Manager layer.  The ODBC.DLL file is the one that processes the SQL Access commands, such as SQLConnect() and SQLInsert().  This is where the memory leak occurs.  Notice that the following ODBC layer, the DBMS driver layer, also depends on the ODBC.DLL file.  This is your database application’s ODBC �
driver, such as the Q+E ODBC driver or the Oracle ODBC driver.  Again, like the Application layer, the memory leak is not caused by the DBMS driver layer (the ODBC driver), but by the Driver Manager layer (ODBC.DLL).
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Figure 1.  ODBC Architecture


What Causes the Memory Leak?


Each time you execute a SQL Access command, such as SQLInsert(), the ODBC.DLL file will pass the SQL request to the ODBC driver for further processing.  The memory leak occurs each time you execute any one of these SQL commands: SQLConnect(), SQLEnd(), SQLDisconnect() and SQLInsert().  (The command SQLInsert() automatically executes SQLConnect() and SQLEnd().)  Thus, the more times you execute these SQL commands, the faster you will run out of memory on your computer system.


Workaround to the Problem


Although you will not be able to completely eliminate the memory leak problem when you execute the SQL commands in your InTouch application, you can reduce the amount of memory that will be leaked by the ODBC Driver Manager, ODBC.DLL, when you run your InTouch application.  The key is to limit or reduce the number of times that you need to call SQLConnect(), SQLEnd(), SQLDisconnect() and SQLInsert().


New to InTouch Release 5.6 for Windows and InTouch Release 5.1b for Windows NT are the SQL
