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�Bulletproofing Your InSupport 3.0 Application  by David Brochu

The following sections describes various ways in which you can secure access to your Wonderware® InSupport™ Release 3.0 application from other users.

Disabling Access to Development Mode

A runtime version of InSupport cannot run in Development mode.  However, a development version can run in Development mode.  If you want to disable access to the Development mode for the development version of InSupport, then enter the following two scripts in the InSupport book script of your application:

Script 1

to handle author

	-- This handler traps the F3 key.

end author

Script 2

to handle development

	-- This handler traps File/Development

end development

Warning:  By placing these commands in your book script, you will disable switching to author mode while the book is open.  (This means that everyone, including yourself, will not be able to switch to author mode.)  If you instead had wanted to keep this option enabled, you can recover by opening another book, switch to Development mode, and open the book containing the above scripts.

�Setting the Window Style and Controls (Viewer Properties)

In Development mode, select Object/Viewers, then click the Properties button to edit the properties for a book’s viewer.  The viewer properties determine the size, look, and feel of the window that are shown on the next page.

Window/Viewer Style
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Minimum Window Size Limits
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Other Window/Viewer Options

��

Menu Bar
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Note:  You can also turn the menu bar ON or OFF by using one of these script commands:

	show menubar

	hide menubar

�Disabling the <Ctrl><Alt><Delete> Keys

NOBOOT.EXE is an executable which disables the <Ctrl><Alt><Delete> keys from performing a system reboot while you are in the Microsoft Windows environment.  (NOBOOT.EXE is available on the Wonderware Bulletin Board Service (phone (714) 727-0726).)  The executable works by calling a virtual device driver called VCADD.386 which disables the <Ctrl><Alt><Delete> keys.

Note:  While the NOBOOT.EXE executable does work under Windows and Windows NT, it has not been officially tested under Windows 95.

In order for NOBOOT.EXE to use VCADD.386, the driver must be loaded when Windows starts up. Therefore, you must place this line in your SYSTEM.INI file under the [386Enh] heading:

	device=VCADD.386

You must also copy VCADD.386 to your C:\WINDOWS\SYSTEM directory.  You may place NOBOOT.EXE in your StartUp program group so that Windows will automatically run the executable when you start up Windows.

If you would like to reboot your machine after running NOBOOT.EXE, you will need to exit Windows first, or run NOBOOT.EXE again using the command line parameter -e.  (See below.)  If you include the command line parameter -d, it will display a message box stating if NOBOOT.EXE was successful or not.

Examples of Running NOBOOT.EXE

Here are some different ways of running NOBOOT.EXE:

NOBOOT.EXE	Disables <Ctrl><Alt><Delete> with no message box stating if NOBOOT.EXE executed successfully.

NOBOOT.EXE -d	Disables <Ctrl><Alt><Delete> and displays a message box stating if NOBOOT.EXE executed successfully.

NOBOOT.EXE -e	Enables <Ctrl><Alt><Delete> with no message box stating if NOBOOT.EXE executed successfully.

NOBOOT.EXE -e -d	Enables <Ctrl><Alt><Delete> and displays a message box stating if NOBOOT.EXE executed successfully.

Disabling the <Ctrl><Esc> and <Alt><Tab> Keys

You can disable the <Ctrl><Esc> keys which displays the Windows Task List window and the <Alt><Tab> keys which allows you to switch from one application to another.  You can do this by placing the following commands in the book script of your InSupport application.

Note:  The following commands will work under Microsoft Windows and Windows for Workgroups, but not Windows NT or Windows 95.

to handle enterBook

	-- The following will cause the windows message 

	-- associated with CTRL-ESC, ALT-TAB, and similar

	-- keystrokes to be handled within your InSupport

	-- application

	WM_SYSCOMMAND = 0X0112

	translateWindowMessage for windowHandle of mainWindow

		on WM_SYSCOMMAND send trapAlt

	end



	-- Always forward an enterBook message

	forward

end enterBook



to handle trapAlt hWnd, wMsg, wp

	conditions

	when wp = 61744 -- CTRL-ESC

	  break trapAlt

	when wp = 61520 -- ALT-TAB

	  break trapAlt

	else

	  forward to system

	end conditions

end trapAlt
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If Caption Bar is Normal or Thin, then you can still disable the System Menu, Minimize Box, and Maximize Box



Setting Caption Bar to None will eliminate any caption bar.



Set Border Style to Thin Frame to avoid resizing of the window.



Set the Minimum Size to the resolution of your screen.



Set Default State to Maximized to insure that book is opened full screen.



Set Menu Bar to “None”.








