Enterprise InTouch Security Levels

By:  Bryan Plaster

Are you frustrated with using the standard InTouch security?   Tired of the password.bin files?  Use this enterprise wide method.  One user administration for the entire group of InTouch users.  

First, you make a new table in SQL server with your user configuration in it.  You can encrypt this table also, or just revoke “select” permissions on it to keep unwanted eyes out.   

Second, you configure Intouch to read the table

Third, you compare the value inputted into InTouch to the values in the table.  If they match, then you assign the appropriate InTouch security level to the current operator.

Step 1:

Create a new table in SQL Server
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Select permissions, and give select, insert, and update permissions to the administrator
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Use MS-Query to access the table and make your users:

Make sure to check  “allow editing” from the records pull down menu
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Step 2:

Go into Intouch Windowmaker

Pick SQL access and table template

Fill it out
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Make new tags in InTouch to use:  Username (memory message), Password(memory message), Access_level(memory integer). And two more memory message tags called UsernameEntered, and PasswordEntered.
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Now create your bind list in Intouch
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Your users will be default – special, security, configure users

Every thing here is based on access level
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Step 3:

Make a new login window in InTouch.  Assign the UsernameEntered and passwordEntered to the new tags that you just made. 
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Make a touch action script for the login button that compares to this

--------------------------- 

SQLConnect( ConnectionId,"DSN=sql;DB=runtime;UID=sa;password=");

{connects to database}

SQLSelect( ConnectionId, "secure","secure", "","");

{selects all values from table}

SQLFirst (ConnectionId);

rows = SQLNumRows( ConnectionId );

{how many rows returned?}

{this checks to see if the username and password entered are the same as the ones in the database.  }

{If they are, then it assigns the appropriate “access_level” tag number to key security off of}

FOR count = 1 TO rows

IF UserNameEntered == UserName AND Passwordentered == Password 

     THEN

       IF Access_Level >=9999  THEN

            $OperatorEntered = "Administrator";

            $PasswordEntered = "Wonderware";

            EXIT FOR;

       ELSE IF Access_Level <9999

    THEN

               $OperatorEntered = "none";

               $PasswordEntered = "none";

            EXIT FOR;

    ENDIF;ENDIF;

ENDIF;

SQLNext( ConnectionId );

NEXT;

SQLEnd( ConnectionId );

SQLDisconnect( ConnectionId );

What this script does, it go through table in SQL server, and if the username and password are right, then it checks the accesslevel given in SQL server, then assigns the appropriate access_level tag  to InTouch.

Then when utilizing security, you can check stuff like this . . .

----------------------------------------------------

on the action link of a button

---------------------------------------------------

If Access_level <9999 then Show "secure";

Endif;

----------------------------------------------------

Good Luck!!

