Building a basic Firewall 

This document will direct the user on building a basic firewall system to separate the control network from the business network.  The concepts discussed here are based on inherent properties of multiple parts of the NT Operating System and networking protocols.   Namely the following:

Windows NT Security Model

Netbeui protocol being unroutable

TCP/IP protocol enterprise properties

Step by step configuration as follows:

1. Configure the NT Server Operating System

2. Install Two Networking Cards and their drivers.  If you are using the exact same 

brand and model network card, then determine which one is physically located 

in which slot of the computer and also which one is connected to the business 

network and which is connected to the plant network.  Windows NT denoted 

these as [1] and [2] and so on.

3. Install TCP/IP and Netbeui protocols when prompted.  

4. The network card that is connected to the business network needs an IP 

[image: image1.wmf]Address, subnet mask, default 

gateway, and a WINS and/or 

DNS address that has been 

given to you by your network 

administrator.

5. The other network card doesn't matter in this situation.  Just make up an ip for now.  Eg 10.10.10.10

6. Now go into your control panel, networking, and click on bindings

8. 7. On the network card that is connected to your process control network ([1]3Com Fast Etherlink), disable the TCPIP Protocol and WINS client.  

9. On the computer connected to the business network ([2]), disable the Netbeui protocol.  
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Now let's take a look at what is happening here.
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Everything on the process network is communicating, and everything on the business network is communicating.   Everything on the computer in the middle is shared.  This includes files, as well as programs.  

If you put InTouch on the computer, make sure that you do not install the NetDDE Extensions on it.  If you do, don't install the wwinsock interface.   This is because you only want people to be able to access the InSql historical data, and not the real-time control data.  
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